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1 Preface

1.1 Imprint

1.1.1 Contact details
Kendrion Kuhnke Automation GmbH
Industrial Control Systems
Lutjenburger Stral3e 101

D-23714 Malente

Germany

Tel. Support +49 4523 402-300

E-Mail Support  controltechnology-ics@kendrion.com
Tel. Zentrale +49 4523 402-0

E-Mail Vertrieb sales-ics@kendrion.com

Internet www.kendrion.com

1.1.2 Document History

Document History

Date Type Comments / Changes
28.06.25022 first version
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2 General
2.1 Scope of validity

CODESYS V3.5 SPxx Patchxx

2.2 System requirements
CODESYS Runtime with OPC UA Server

2.3 Description

This example shows how to connect to a CODESYS PLC with OPC UA Server using OPC UA Client.
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3 Quick Start Guide

3.1.1 Platform-independent standard access to variable data

OPC UA (Unified Architecture) is a new development of the OPC specifications, with which data from
machines and plants is not only transported, but also described semantically in a machine-readable manner.
OPC UA is a platform-independent standard based on TCP. The protocol stack is available to members of
the OPC Foundation. The OPC UA specification recognizes various profiles for scaling the individual
features.

Source: CODESYS

3.1.2 CODESYS OPC UA Server

= implements the communication according to the OPC UA specification according to the "Micro
Embedded Device Server" profile, based on the communication stack of the OPC Foundation

*= js an add-on component to the CODESYS Control Runtime System and is offered to device
manufacturers as an option to the CODESYS Control Runtime Toolkit. It can be implemented in all
device platforms supported by CODESYS with sufficient performance and an existing TCP/IP stack
and real-time clock. For implementation, device manufacturers must obtain the communication stack
provided by the OPC Foundation in source code

= s already included in the CODESYS Control SoftPLC systems in the CODESYS Store (without
additional license fees)

= receives its data via the symbol configuration in the CODESYS Development System and
communicates with suitable OPC UA clients

Source: CODESYS

3.1.2.1 OPC UA Clients

For testing we used the following OPC UA clients:
=  Windows: UaExpert ® (Unified Automation)
= Android: Prosys OPC UA Client
= jOS: FLEX Explorer OPC UA Client (Honeywell International, Inc.)
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3.1.2.2 Symbol Configuration in the CODESYS Projekt

To establish a connection to a CODESYS PLC with OPC UA server using an OPC UA client, you must add a

symbol configuration to the application in your project. To do this, right-click on the application and select
Add object -> Symbol configuration.

Add Symbol Configuration x

[
Create a remote access symbol configuration.

Name

bol Configuration

[ Include comments in XML

Support OPC UA features

Client Side Data Layout
() Compatibility Layout
(@ Optimized Layout

The above settings are correct. Press the "Add" button.

Our starter kit projects contain a symbol configuration for the communication to the HMI as well as for the
communication with an OPC UA client.
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Now the desired variables from the project must be added to the symbol configration. For this purpose, it is
necessary to translate the application. Then the variables can be selected from the variables available in the
project and the access rights can be set.

The following screenshot shows the symbol configuration from our starter kit projects:

Start Page (7] Device @ G B2 Symbol Configuration X
view -|| #¥ Buid | = Settings ~ Tools ~

' There are 10 configured variables which are not referenced by the IEC code. Reading and writing to them may not have the desired effect(s). Remove...

Changed - onfiguration will be transferred with the next download or online change

Symbols Access Rights Maximal  Attribute  Type Members Comment

+-[F[5] constants
+ |:| ExceptionFlags

= GVL

[[] % bOutputByte0 i BYTE Address assignment IO module output byte 0
[] # bOutputBytel i BYTE Address assignment IO module output byte 1
# diActPosition " " DINT Drive actual position
# diEndPosition » " DINT Drive end position for automatic mode
[ # dioldVelocity 4 DINT For onchange detection of divelocity
# diStartPosition K ] DINT Drive start position for automatic mode
# divelocity S £ DINT Drive velodty for automatic mode
# sAxisErrorText_01 Ty iy STRING
# sEtherCATLastMessage 4 i STRING EtherCAT_Master.LastMessage
[ & twait " TIME Wait time for tonWait
[] # tonwait £ Standard TON Instance of
% uiActVelociy_01 " " UINT Actual velocity of the drive
# uiStraterkitID p " UINT Order no. §94,300.99, <uiStarterkitlD>
[ % woOutputs 4 WORD runnng light helper
# wWait Hp " WORD Wait time [ms]
¢ xEtherCATConfigFinished 4 " BOCL EtherCAT_Master. xConfigFinished
# xEtherCATError K i BOCL EtherCAT_Master, xError
# xEtherCATRestart 4 i BOCL EtherCAT_Master. xRestart
# xHandLeft 4y i BOOL Jog drive backward
# xHandRight 4 i BOOL Jog drive forward
# xStartAutomatic K £ BOCL Rewersing drive automatically

FIO Drive Control (AN 0007 EN) 7

Fehler! Verweisquelle konnte nicht gefunden werden.

[Internal]



Kendrion Kuhnke Automation GmbH Quick Start Guide

3.1.3 Establishing a connection with the UaExpert program

Start the UaExpert program. Then you have to add the server, in our example the FIO Controller 116. To do
this, select the plus icon in the toolbar. In the "Add Server" window, double-click on "<Double click to Add
Server...>" under "Custom Discovery". Enter the IP address of the server and confirm with "OK".

'.':e_':._.::"_='.:'..=E-.'=.'.-_'=.:?.:."'e_:-':".—::'._.'—:_'—:‘:- lewProject - O
- D T T
D W 1'_1 | ] E = X Configuration Mame
Project | Discovery Advanced I o Attributes g X
v [ Project | DisplayNg 2« B @ L]
Endpoint Filter: | Mo Filter -
3 servers | ? Attribute Value
~ [0 Documents 1 Local ~
1 Data Access View v &% Local Network
£ Microsoft Terminal Services
£ Microsoft Windows Metwork
&3 Web Client Network
~ #% Reverse Discovery
Address Space | e 4 < Double click to Add Reverse Discovery... > References 8 x
hd Custom Discovery
% < Double click to Add Server,.. > | 5| | aka | Forvard ~ ©
Reference Target DisplayMame
o | B Enter URL N ? X
Authe Enter the URL of a computer with discovery service running:
@ A [ opc.topzfj192. 168.0.115 | |
| Cancel L >
Log | Password [ = 22
8D
Timestamp Source Server Certificate 0
30.03.2020 15:41... UaExpert Frivate Key
30.03.2020 15:41... UaExpert
30.03.2020 15:41... UaExpert
30.03.2020 15:41... UaExpert [ Connect Automatically
30.03.2020 15:41... UaExpert
30.03.2020 15:41... Uabxpert OK Cancel
30.03.2020 15:41... UaFxpert e e e ey e e
30.03.2020 15:41... UaExpert UaExpert is ready to use. b4

Now a new entry appears under "Custom Discovery". Expand it and select the server.

B Add Server ? *

Configuration Mame |OPCUAServer@:6943ZD 161-20021300252 |

Discovery Advanced

Endpoint Filter: |Mo Filter -

& Web Client Network "
~ % Reverse Discovery
4 < Double click to Add Reverse Discovery... »
~ &% Custom Discovery
% < Double click to Add Server... >
v L opcitep://192,168.0.116
v [J OPCUAServer@694320161-20021300252 (opc.tep]
i Mone - None (uatcp-uasc-uabinary)
(-) Recently Used

Authentication Settings

@ Anonymous

Username Store

Password

Certificate

Private Key

[] connect Automatically

Cancel

Confirm the selection with OK so that the server is added.
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Before you can establish the connection, you have to adjust the URL of the server.
and select "Properties" from the context menu.

Right-click on the server

. Server Settings - OPCUAServer@694320161-2002130... ? *
k ’ A T S M
D w B B '% St >< < Configuration
Project Configuration Name [ OPCUAServer @694320161-20021300252 | [butes = 52
v [ Project v B @ [+]
v [0 Servers Server Information kribute Value
O OPCUAServer@£94320161-20021300252
v [ Documents Endpoint Url \opc.hcp:f 192.168.0. 1 165N |
3 Data Access View Reverse Connect |
Security Settings
Security Policy Mone -
Address Space Message Security Mode  Mone - ferences 5 X
e Forward
Authentication Settings vl @ o
ference Target DisplayMame
@ Anonymous g Py
Username Store
Password
Certificate
X
tog Private Key )
8B
Timestamp Source Server Message EESSIEE HEGS &
30.03.2020 15:41... UaExpert Loaded Perfo Session Name b-IDEM.-'-\-21540:UniﬁedAummaﬁon:UaExpert
30.03.2020 15:41... UaExpert Loaded Imagg
30.03.2020 15:41... UaExpert Loaded Serve
30.03.2020 15:41... UaExpert Loaded Data I
30.03.2020 15:41... UaExpert Loaded GDS P
30.03.2020 15:41... UaBxpert Loaded File Ty Cancel
30.03.2020 15:41... UaExpert Loaded XML
30.03.2020 15:41... UaExpert UaExpert is ready to use. b4
Enter the IP address of the server and confirm with OK.
;’:\.
Establish a connection by clicking on the toolbar button click. If the connection was established
successfully, you can now search for variables in the address space and drag and drop them into the "Data
Access View" window.
B Unified Automation UsExpert - The OPC Unified Architecture Client - NewProject™ - O X
DeBBE =2 X%8 B ED
Project 8 % | Data Access View )| attrbutes g x
v [3 Project # Server Mede Id Display Name Value Datatype  ource Timestamp Server Timestamp  Statuscode || 2 o B @ [+]
v [3 Servers 1 OPCUAServer@.. NSdlStringllvarl.. wWait 10 Uint16 17:1%:23.701 17:17:23.701 Good Attribute ~
12; OPCUAServer@694320161-20021300252 v Nogeld
¥ [3 Documents Namespacelndex
[ Data Access View dentifierType
Identifier
NodeClass
BrowseName
|Address Space -4
% No Highlight -
5 Root A UserWrited
~ (3 Objects RolePermissions
&% DeviceSet UserRolePermissions
v & Server AccessRestrictions v
@ Auditing < >
~ & FIO Controller 116 WV o = o
~ & Resources
~ &% Application 3 o By i@ Forward ~ @
@ DeviceManual Reference Target Display]
# DeviceRevision HasTypeDefiniti... BaseVariableT:
v & GlobalVars
A =N
@ diActPosition
@ ditndPosition
@ distartPosition
@ divelocity
@ shxisErrorText_01
@) sEtherCATLastMessage
@ uikctVelociy_01
@ _uiStraterkitlD
@ wWait vll< >« >
Log B x
® P
Timestamp Source Server Message @
30.03.2020 16:18... DA Plugin UPCUASErver®.., LreateMonitoreditems succeeded Lret = Good]
30.03.2020 16:13... DA Plugin OPCUAServer®... Item [NS4|String|lvar|FIO Controller 116 WV.Application.GYL.wWait] succeeded : RevisedSamplinglnterval=300, RevisedC 1, Menitereditemld=1 [ret = Goed]
30.03.2020 16:20... DA Plugin QPCUAServer®... Write to node 'NS4|String||var|FIO Controller 116 WV.Application. GYLwWait' succeeded [ret = Good] v

The variable "wWait" influences the speed of the chaser. You can change the value by double-clicking the

value in the "Value" column.
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